BO THONG TIN VA TRUYEN THONG ~ CONG HOA XA HQI CHU NGHIA VIET NAM
CUC AN TOAN THONG TIN DPéc 1ap - Tw do - Hanh phic

Sb: 35/BC-CATTT Ha Noi, ngay 07 thang 08 nam 2018

TOM TAT ‘
Tinh hinh an toan thong tin dang chi y trong tuan 31/2018
(tir ngay 30/7/2018 den ngay 05/8/2018)

BANG TONG HQP

1. Ngay 31/7/2018, tai Ha Noi dién ra Lé hop bdo cong bd to chirc cude thi
An toan khong gian mang toan cau WhiteHat Grand Prix 2018, chi d¢
Truyén thuyét Viét Nam - Legends of Vietnam. Sau Vong So loai thi
online, 10 d6i thi qudc té xuét sic nhat s& quy tu tai Ha Noi dé tham gia
vong Chung két theo hinh thirc doi khang truc tiép (Attack/Defence onsite).

2. Bo truong Noi vu Pue, 6ng Horst Seehofer cho rang nude nay can phai co
nhiing hanh dong phan cong trén khong gian mang. Hién nay, Chinh phu
Puc dang can nhic du luat cho phép dap tra mot cach chu dong trude cac
cudc tin cong mang clia nudc ngoai vao cac hé thong thong tin cua nudc
Duc.

3. Ngay 03/8/2018, qua hoat dong theo doi va thu thdp thong tin, Cuc An
toan thong tin da phat hién it nhat 171 dia chi IP cua Viét Nam (twong Gng

v6i 171 hé thong thong tin dang sau) c6 thé da bi 1dy nhiém ma doc Emotet.

Pay 1a mi doc dang gay anh huong trén dién rong, véi trén 5.000 to chirc &
170 quéc gia di bi anh huong (hon 70.000 dia chi IP public va hon 4000
ASN duogc phat hién c6 hoat dong lién quan dén ma doc nay).

4. Bao céo duoc xdy dung dua trén cac ngudn thong tin thu thap duoc tir hé
théng phan tich va chia sé nguy co tidn cong mang Viét Nam
(https://ti.khonggianmang.vn). Thong tin chi tiét vé Hé thong tai Phu luc
kém theo.

1. Piém tin dang chi y

1.1. Ngay 31/7/2018, tai Ha Noi dién ra L& hop bdo cong bd t6 chirc cude
thi An toan khong gian mang toan ciu WhiteHat Grand Prix 2018, chu dé


https://ti.khonggianmang.vn/

Truyén thuyét Viét Nam - Legends of Vietnam. Sau Vong So loai thi online, 10
d6i thi qudc té xuat sic nhat s& quy tu tai Ha Noi dé tham gia vong Chung két
theo hinh thirc d6i khang truc tiép (Attack/Defence onsite). Ban Td chirc cho
biét day 13 1an dau tién mot cude thi an toan khong gian mang quy mo toan cau
duoc to chire thi dau tryc tiép tal Viét Nam.

WhiteHat Grand Prix 2018 do Cuc An toan thong tin, B0 Thong tin va
Truyén thong phéi hop cing Dién dan WhiteHat.vn t6 chie. Diém thi vi so véi
cac cugc thi an toan thong tin mang khac 1a WhiteHat Grand Prix qua tiing nam
déu mang mot thong diép vé dat nude, con nguoi Viét Nam. Chu dé cudc thi
nam 2015 1a “Hello Vietnam” v&i nhung danh lam, thrfmg canh cua Viét Nam,
nam 2016 13 “Discovering Vietnam” voi nhiing moén ngon trong Am thuc Viét,
nam 2017 1a “Vietnam Heritages” gi61 thi¢u nhitng di san van hda dam da ban
sic dan toc. Nam 2018 1a “legends of Vietnam” s& kham pha nhiing truyén
thuyét ciia dat nudc Viét Nam tir Con Rong, Chau Tién thoi dung nudc, dén
Banh Chung, Banh Day truyén théng hay su tich Dua Hau .v.v...

Dic biét, tir nam 2015, day 1a cudc thi duy nhéat do Viét Nam t6 chirc thu
hut dugc sy tham gia cia nhiéu doi trén pham vi toan cau. Bén canh y nghia vé
mit chuyén mén, diy ciing 1a co hoi dé quang ba mot Viét Nam mén khach,
giau vin hoa dén ban beé khap nam chau.

1.2. B6 truong Noi vu P, ong Horst Seehofer cho riang nudc ndy can
phai c6 nhitng hanh dong phan cong trén khong gian mang. Hién nay, Chinh phu
Duc dang can nhéc dy luat cho phép dap tra mdt cach chu dong trude cac cude
tan cong mang clia nudc ngoai vao cac hé thong thong tin cta nudc Prc.

Theo béo céo clia co quan chirc ning Ptic, cac vu tan cong mang tir nude
ngoai co chiéu huéng gia ting tir nim 2014 va tang cao vao nim ngoai (2017),
cac cudc tin cong mang tir nudc ngoai cha yéu nham vao céc to chic chinh phu,
nhan quyén, cac trung tim nghién ctru va nganh coéng nghiép vii tru, quoc phong,
hoa dau cua Puc, vi vdy co quan ndy khong chi can phai c6 ning luc dé theo
ddi, giam sat, phat hién, x{r Iy cac cudc tAn cong mang ma can phai ¢ stic manh
dé thyc hién cac bién phap phan tng, chi dong dép tra.

B4o cio ciing cho biét, dd c6 nhung chién dich trén khong gian mang
nhim tuyén truyén va 1am sai 1éch thong tin, tic dong 1én ¥ kién xa hoi cia nudc
Puc véi muyc tiéu 1am bat on va suy yéu chinh quyén nudc nay.

1.3. Theo mot thong ké gan day, da c6 it nhat 170 qudc gia bi anh hudng
bd1 ma doc Emotet trong d6 c6 Vit Nam.



Emotet di va dang 13 mot trong nhitng ma doc gay thiét hai 16n nhat anh
hudng 1én céc to chiic chinh phi va tai chinh. N6 c6 kha ning lay nhiém nhanh
trén cac hé thong mang, khién cho viéc phong, chdng mi doc nay rat kho khan.

Chtic ning chinh ciia Emotet 1a tai vé va cai dat cac Trojan khac. Thém
vao do6, Emotet c6 thé bién ddi dé vuot qua cac chuc nang phat hién dua trén dau
hiéu (signature-based) cta cac giai phap phong, chong mi doc. Emotet c6 mot
vai phuong phap dé duy tri ton tai trong hé thdng, bao gdm viée tu khoi dong
cac dich vu va khoa registry. Emotet sir dung cac thu vién DLL dé lién tuc cai
tién va cap nhat cac chic ning. Ngoai ra, Emotet c6 kha ning phat hién may 4o
va c6 thé tao ra cac ddu hiéu gia khi thuc thi trong méi truong ao.

Emotet dugc phat tan qua thu rac st dung cac phuong phap ctua ky thuat
tan cong lira dao (phishing) dé lira nguoi dung mé tap tin dinh kém hodc truy
cap vao cac duong dan doc hai.

Ngay 03/8/2018, qua hoat dong theo doi va thu thdap thong tin, Cuc An
toan thong tin da phat hién it nhat 171 dia chi IP cua Viét Nam (tuong ung véi
171 hé théng thong tin dang sau) co thé da bi 1ay nhiém ma doc nay. Hién tai
theo danh gia cia mot sd to chirc qubc té vé an toan thong tin day 1a ma doc
dang gay anh huong trén dién rong, voi trén 5.000 t6 chirc & 170 qudc gia di bi
anh hudng (hon 70.000 dia chi IP public va hon 4000 ASN dugc phat hi¢n co
hoat dong lién quan dén ma doc nay).

Nham bao dam an toan khong gian mang Viét Nam, Cuc An toan thong
tin khuyén nghi céc co quan, t6 chirc, don vi thuc hién:

- Gidi han va kiém soat két n6i SMB giita cac may client (c6 thé sir dung
tuong ltra trén tung may);

- Sur dung va thuong xuyén cap nhat ddu hiéu cho cac giai phap phong,
chéng ma doc;

- Cap nhat cac ban va cho hé diéu hanh;

- Theo doi va cap nhat cac bién phap loc thu dién tur rac va chan dia chi 1P
nghi ngo trén tuong lva.

Danh sach mét sé6 IP/Domain/Mi hash déc hai lién quan dén hoat dpng
cua Emotet
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abovecreative.com

barocatch.com

bemnyc.com

http://shunji.org/logsite/INFO/AUK3980227455NVW/8441288/UNO-PRQRU

http://johnnipe.com/PAY/EFO647800ZCVYE/1869341089/LDY-YKBY

http://e3dai.com/NG/

http://belief-systems.com/QP2iE/

http://abakus-biuro.net//Y9pUQqBB/

http://3music.net/iHIs/

http://jobarba.com/wp-content/y3FG/

2. Tinh hinh tan cong gay nguy hai trén cac trang web tai Viét Nam

Qua theo ddi, trich xuat thong tin tir hé thong k¥ thuat thoi gian qua, Cuc
ATTT nhén thay trén khong gian mang dang ton tai nhi€u trang web Viét Nam
(bao gom ca nhimg trang web sir dung dich vu may chu nudc ngoai) bi tan cong,
loi dung dé thuc hién cac hanh vi gy mat an toan théng tin nhu: phat tan thu
réc; tan cong tir chbi dich vu; cai dat va phét tan cac loai ma doc (gan day nhat 1a
cai dat va phat tan ma doc dé dao tién 40); luu trit cac ma khai thac diém yéu 15
hong mot cach tu dong (nhu 16 hong trén trinh duyét hay cac thanh phan mo
rong cua trinh duyét ma nguoi dung su dung .v.v...).

Trong tuan, Cuc ATTT ghi nhan c6 it nhat 61 duong dan (URL) trén céac
trang web tai Viét Nam bi tan cong, loi dung dé thuc hién cac hanh vi gy mat
an toan théng tin. Trong d6, théng k&, phan loai cac duong dan nay theo loai
ing dung may cha web ( IIS, Apache ...) va nha cung cip cu thé nhu sau:



Théng ké s6 luong URL bi tan cbng theo tng dung may chu web
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3. Tinh hinh tan cong lira dao (Phishing) trong tuan
3.1. Qua thu thap, theo ddi, trich xuat tir hé théng k¥ thuat, Cuc ATTT
con ghi nhan c6 it nhat 606 trang web dit tai Viét Nam bi loi dung dé thuc hién

tan cong Phishing trong tuan.



Théng ké s6 luong céac trang web phishing trong tuan
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3.2. Trén thé gidi c6 nhiéu cac trang web gid mao cac td6 chuc, doanh

nghiép, nha cung cap, dich vu 16n nhu: Cac mang xa hoi, tai chinh .v.v...

Top 10 nha cung cép, dich vu bi giad mao nhiéu nhét trong tuan
1400 1251
1200
1000
800

744
622
600
387

400 293

230 222 219 200 197
I B B B &
0

Wells Bank of Webmail Outlook Yahoo! Inc Facebook, Chase Payment Bank Google Inc.

Fargo  America Providers Inc. Personal  System
Banking
H Wells Fargo M Bank of America Webmail Providers W Outlook
M Yahoo! Inc B Facebook, Inc. B Chase Personal Banking ® Payment System
H Bank B Google Inc.

Viét Nam c6 nhiéu nguoi ding cac dich vu, Gmg dung nudc ngoai (ca
mién phi va c6 phi) nhu cdc mang xa hdi, outlook, yahoo .v.v... vi vy ngudi
dung can phai hét stc canh gidc voi nhitng trang web gia mao dé an trom tai
khoan.




4. L$ hong/diém yéu an toan thong tin trong tuan

4.1. Trong tuan, cac td chirc qudc té di cong bd it nhat 342 16 hdng, trong
d6 c6 it nhat 13 16 hong RCE (cho phép chén va thuc thi mi 1énh) va 8 16 hong

da c6 ma khai thac.

4.2. Hé thoéng k¥ thuat cia Cuc An toan thong tin chi dong ra quét trén

khong gian mang Viét Nam, danh gia, thong ké cho thay c6 06 nhom 16 hong

trén cac san pham, dich vu CNTT pho bién, c6 thé gay anh huong 1on dén ngudi

dung & Viét Nam, nhu: Nhom 85 16 héng trén phﬁn mém doc tai liéu duoc sir
dung phé) bién tai Viét Nam Foxit PDF reader; Nhém 9 13 héng trén cac san

pham cua Intel..v.v.

4.3. Chi tiét vé thong tin mot sd 15 hong trén cac san pham/dich vu phd

bién tai Viét Nam cu thé nhu sau:

San pham/

STT dich vu

Ma loi quoc té

Mo ta ngan

Ghi chu

1 Cisco

CVE-2018-0397
CVE-2018-0413
CVE-2018-0391
CVE-2018-0408
CVE-2018-0407

Nhém 07 16 hong trén cac
san phém/dich vu cua Cisco
(Endpoints Mac Connector,
Identity Service Engine,
Prime Collaboration
Provisioning, Small
Business Managed Switches,
Unified Communications
Manager, Web  Security
Appliance) cho phép ddi
twong tdn cong thuc hién
nhiéu hinh thic tdn cong
nhu: tdn coéng tir chdi dich
vu, CSRF, XSS, chén va
thuc thi ma Iénh.

ba co
thong tin
xac nhan

2 Foxit

CVE-2018-14268
CVE-2018-14270
CVE-2018-14271
CVE-2018-14272
CVE-2018-14256

Nhom 85 16 hong trén phan
mém doc tai liéu pho bién tai
Viét Nam, Foxit PDF reader
phién ban 9.0.1.1049 cho
phép d6i tuong tin cong
chén va thuc thi ma Iénh tur
d6 co6 thé cai cdm ma doc va
thuc hién nhiéu hinh thirc ,
cudc tdn cong nguy hiém
hon

ba co
thdng tin
xac nhan
va ban va




Nhom 07 16 hong trén nhiéu|Da co
san pham cua Huawei (Mate [thdng tin
CVE-2018-7792 10, Mate 9 Pro, Emily-{xac nhan
CVE-2018-7794 ALOOA 8.1.0.153, Victoria-|va ban va
Huawei CVE-2018-17174  |ALOO 8.0.0.336a, BLA-L29
CVE-2018-7947 8.0.0.145,...) cho phép doi
CVE-2018-7957 tuong tAn cong thuc hién
chén va thue thi ma 1énh, tn
cong tur chdi dich vu va danh
cip thong tin.
Nhom 09 16 hong trén cac|Chua co
san pham cua Intel (INTEL [thong tin
CVE-2018-3605 Distribution  for  Python, [xac nhéan
CVE-2017-5692 Graphics Driver for|va ban va
Intel CVE-2017-5693 Windows, Saffron, Smart
CVE-2018-3671 Sound Technology) cho
CVE-2018-3663 phép d6i tuong tin cong
thuc hién tan cong tu chdi
dich vu, chén va thuc thi ma
1énh.
Nhom 02 16 hong trén dich/Pa  ¢o
vu cua Paypal|thdng tin
Paypal CVE-2017-6213 E)%arl?/nﬁzgilgr:/so-ls%ek-sgﬁpshp’ cho e nhan
CVE-2017-6215 . £ £ A
phép doi tuong tan cong
thuc hién tan cong XSS va
thuc thi ma 1énh
Nhém 02 16 hoéng trén|Chua co
CVE-2018-10904 |Synthru Web Service cua|thOng tin
Samsung |CVE-2018-10908  |Samsung cho phép d6i tuong |xac nhéan
thuc hién tdn cong XSS va|va ban va

CSRF.

5. Hoat ddng mot s6 mang botnet, APT, mi doc tai Viét Nam
5.1. Mang botnet Lethic

Mang botnet Lethic dugc phat hién 1an dau vao khoang nam 2008, ban

dau gdm 210 000 - 310 000 may ca nhan chu yéu dé giri thu rac vé cac mang
duoc phém. Thoi ky phat trién manh, mang botnet ndy chiu trach nhiém cho 8-
10% cua tat ca cac thu rac dugce gl trén toan thé gigi. Tinh dén thang 4 nim
2010, botnet co6 khoang 1,5% thi phan thu rac va giri khoang 2 ty thu rac mdi




Theo théng ké vé mang botnet Lethic ciia Cuc An toan thong tin trong
tuan c6 nhiéu IP tai Viét Nam van nam trong mang botnet nay.

Théng ké s6 lugng IP nam trong mang botnet Lethic
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5.2. Danh sé&ch IP/tén mién ddc hai c6 nhiéu két ndi tir Viét Nam

TT Tén mién/IP

ew87fhzx.ru

1ffsxvwbdf.ru

kukutrustnet777.info

88r771r2.ru

kh56fuav.ru

104.244.14.252

kukutrustnet888.info

g.omlao.com
0-0-0-0-0-0-0-0-0-0-0-0-0-5-0-0-0-0-0-0-0-0-0-0-0-0-0.info
0-0-0-0-0-0-0-0-0-0-0-0-0-10-0-0-0-0-0-0-0-0-0-0-0-0-0.info
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6. Khuyén nghi déi véi cac co quan, don vi

Nham bao dam an toan thong tin trong hé thong mang ctia cac co quan, to
chtrc, Cuc An toan thong tin khuyén nghi:



- Nham tranh viéc bi cac doi tuong tAn cong loi dung cac trang web dé
thuc hién cac hanh vi gy mat an toan thong tin nhu da néu trong muc 2, Cac co
quan t6 chirc can phai thuong xuyén kiém tra, ra soat may chu web dé kip thoi
phat hién va cdp nhat cac diém yéu, 16 hong trén cic may chu web thudc co
quan, t6 chirc minh

- Nguoi dung can phai hét sirc canh giac voi nhitng trang web gia mao dé
an trom tai khodn, dac biét 1a cac trang web gid mao cac ung dung, dich vu phé
bién nhu d3 néu trong muc 3.2 béo céo nay.

- Theo ddi va cap nhat ban va cho cac 16 héng, dic biét 1a 16 héng néu tai
muc 4.3 bao cao nay.

- Chu dong kiém tra, ra soét, boc g0 ma ddc ra khoi hé théng mang. Cuc
An toan san sang phdi hop véi cac co quan to chire tién hanh kiém tra va boc g&
ma doc botnet trén hé théng cua co quan don vi. Pé xac minh cac may tinh bi
nhiém ma doc botnet, Quy don vi co thé lién hé voi Cuc An toan thong tin theo
thong tin bén dudi dé phoi hop thuc hién.

- Kiém tra va xtr 1y cac thiét bi trong toan by h¢ théng mang néu c6 diu
hiéu két ndi dén cac tén mién ddc hai Cuc An toan thong tin da chia sé, dac biét
la c4c tén mién d4 néu trong muc 5.2 béo cao nay.

Thong tin lién hé Cuc An toan thong tin, ting 8, s6 115 Tran Duy Hung,
quan Cau Gidy, TP. Ha Noi; sb dién thoai: 024.3943.6684; thu dién tir
ais@mic.gov.vn.

Tran trong./.

Noi nhgn: " KT. CUC TRUONG
- B truong va cac Thir trudng (d€ b/c); PHO CUC TRUONG
- Thu ky Lanh dao Bo; :

- Bon vi chuyén trach vé CNTT céac bd, nganh;
-So TT&TT cac tinh, thanh phé truc thudc TW;

- Cuc KSTTHC, Vén phong Chinh phu;

- Vu Khoa gido - Vén xa, Van phong Chinh phu;

- Trung tdm CNTT, Van phong Trung uwong Dang;
- Trung tim CNTT, Vin phong Qudc Hoi; (email)
- Trung tdm CNTT, Vén phong Chu tich nudc;
- Céc Tap doan kinh té; Téng cong ty nha nudc;
T chirc tai chinh va Ngan hang;

- Co quan, don vi thugc Bg;

- Lanh dao Cuc;

-Luu: VT, TTTV.

Nguyén Huy Diing
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PHU LUC

Hé thong phan tich va chia sé nguy co tin cong mang Viét Nam

https://ti.khonggianmang.vn

HE THONG PHAN TiCH
VA CHIA SE NGUY CO
TAN CONG MANG VIET NAM

Vietham Threat Intelligence Portal

GIGI THIEU VE HE THONG

Hé théng phan tich va chia sé nguy co tdn cong mang Viét Nam la hé théng cho phép
thu thap, phan tich va chia sé théng tin truc tiép vé ddu hiéu, nguy co va cudc tan
cong mang dang xay ra trén hé théng cla cac ca quan, don vi. Muc tiéu cta hé théng
nham tang cudng viéc két noi chia sé théng tin gilra cac co quan, don vj, td chuc.

PIEM NOI BAT CUA HE THONG

Khi truy cap vao hé théng, cac co quan, don vj sé dugc chia 5@ Cac thong tin theo thai gian
thurc vé: cac dau hiéu, hinh thirc tdn cong mang trén hé théng thong tin cia minh dugc
Cuc An toan théng tin téng hgp, phan tich va xtr ly tir nhiu t6 chirc trén thé gidi.

@ Cap nhatlién tuc nguy co tan cdng mang:
kh C&C, IP, Hast c hai (APT, Botnet, Phish

THONG TIN LIEN HE

Email: ais@mic.govvn | Website: Khonggianmang.vn
Phone: +84 24 3209 6789 | Fax: +84 24 3209 6789
Address: Tang 8 - 115 Tran Duy Hung - Cau Gidy - Ha No&i
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THONG TIN CAP NHAT

Hé théng lién tuc cap nhat va chia
sé c4c thdng tin vé nguy co tan cdng
mang déi véi Viét Nam.

</

DU LIEU DA DANG

Dir liéu dugc téng hop tir cac té chirc
Qudc té, Viét Nam, tir cac sensor,
honeypot,...

<

CANH BAO TUC THi

Hé théng canh bao sdm cac tan cong
va canh béo cac két néi bat thudng
tir hé théng mang té churc.



https://ti.khonggianmang.vn/
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CAC NOI DUNG CUA

DICH VU

HOAT DPONG CUA CHUNG TOI

Canh bao sém ATTT

Ho trg cac to chirc canh bao sém

cac nguy co tan céng mang.

ORGANIZATION

Danh cho T6 chuc

Giam sat ATTT

Thure hién cung cap dich vu giam
sat ATTT tir xa va tong the.

Al

GOVERMENT

Danh cho cd quan Chinh phu

Panh gia ATTT

U'ng dung, Ha tang, Kién truc...

Xt ly tan cong mang

Cung cap dich vu danh gid ATTT t&r  H6 trg xir ly tAn cong mang cuc bd

va trén dién rong cho cac té chirc.

ENTERPRISE

Danh cho Doanh nghiép

e Danh sach may chu diéu khién
doc hai.

e Danh sach IP doc hai.

e Danh sach ma hash doc hai.

e Danh sach website Itra dao.

e Thong tin ATTT cap nhat.

¢ Bio cao téng hop hang tuan.

o Day du théng tin cua tai khoan
Organization.
e Cap nhat diém yéu, 16 hdng nguy

hiém va pho bién dai véi Viét Nam.

e Giam sat tinh trang Up/Down
clia hé théng.

e Giam sat va canh bao vé ma
doc/ backlink trén Website.

e Canh bao cac tan cong mang vao
hé théng cong khai ctia té chirc.

e Canh bao cac két néi bat
thudng, dang ngd tir hé théng clia
té chirc.

e Canh bao tirc thi qua Email.

e Hb tro ky thuat qua Email

LIEN HE DANG KY SU DUNG:

e Day du théng tin cla tai khoan
Goverment.

e Danh sach domain ddc hai C&C
dugc str dung tan céng APT vao
Viét Nam.

e Danh sach IP, Hash st dung tan
cong co chu dich APT vao Viét
Nam.

o Cap nhat cac thong tin co lién
quan dén to chirc, website gid mao
té chirc...néu cé.

e Cap nhat cac tin tirc, phan tich
ky thuat méi nhat vé tan cong cé
cht dich APT.

¢ Danh gia cac diém yéu, 16 hong
bao mat dinh ky déi véi cac hé
théng cong khai (IP va Domain)
clia to churc.

e Canh bao tirc thi qua SMS.

o Hb tro ky thuat qua Email.

o Hb tro ky thuat Hotline.

Email: ais@mic.gov.vn | Website: Khonggianmang.vn | Phone: +84 24 3
Address: 115 - Tran Duy Hung - Cau Giay - Ha Noi
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